llaveCertificado

Requerimientos
Windows (W7)

e Openssl
http://www.slproweb.com/products/Win320penSSL.html
Win32 OpenSSL v1.0.0g Light
Visual C++ 2008 Redistributables
e opensslKey.cs

http://www.jensign.com/opensslkey/opensslkey.cs
e Visual Studio 2010


http://www.slproweb.com/products/Win32OpenSSL.html
http://www.slproweb.com/download/Win32OpenSSL_Light-1_0_0g.exe
http://www.microsoft.com/downloads/details.aspx?familyid=9B2DA534-3E03-4391-8A4D-074B9F2BC1BF

Obtencion llaveCertificado Windows

Openssl

Instalamos Visual C++ 2008 Redistributables, seguimdamente Win32 OpenSSL v1.0.0g Light
Despues de la instalacio:

Ejecutamos command como administrador,y nos situamos en la carpeta:

BN Administrador: C\Windows\System324cmd.exe = [=[=] @

C:~0penSSL—Win3d2xbinX

NOTA: Si aparece un mensaje de que no se puede acceder al archivo de
configuracion(openssl.cfg), establecemos lo siguiente:

set OPENSSL CONF=c:\[Directorio donde se instalo openssl]\bin\openssl.cfg

-

Em Administrador: CA\Windows\System32\emd.exe =nE= @

C:%0penSSL—Win32%bhin*set OPENSSL_COMNF=c:“0penSS3L—Win32~bin~openssl.cfg_




Ejecutamos OpenSSL

BN Administrador: CAWindows\System32tcmd.exe - openss]

C:\0penSSL—Win32%bin>openss1
OpenSSL> _

Convertimos llaveprivada a .pem

B Administrador: CAWindows\System32\cmd.exe - openssl

IC:\0OpenSSL-Win32“bhin>openssl
OpenS5L> pkes8 —inform DER —in Cingowa?8A416gmBA_1011181855= _key —out llavePrivad

A . pem_

Establecemos contrasefia: 12345678a

BN Administrador: C\Windows\System32\cmd.exe - openssl

G :~0penSSL—Win32~bin>openssl
OpenSSL> pkes8 —inform DER —in Cisgowa?8841b6gm@_109111816855s _key —out llaveFPrivad

& . pem
Enter Password:

Escribirmos exit para salir de openssl.
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opensslKey.cs

Descargamos opensslKey.cs

=

opensslkey.cs

Creamos un nuevo proyecto aplicacién de consola, establecemos el nombre JavaScience
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Agregamos openssl.cs
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Eliminamos Program.cs
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Click derecho sobre proyecto > agregar referencia System.Security

o8 Agregar referencia @
MNET |'CGM I Proyectos | Examinar | Reciente|

Filtro: \MET Framework 3.5
Mombre de componente Yersion Motoren =
System 2.0.0.0 w2.0.50727
System.Drawing.Design 20.0.0 v2.0.50727
Systemn.Drawing 2000 v2.0.50727
System.EnterpriseServices 2.0.0.0 v2.0.50727 |
Systermn.Management 2.0.0.0 v2.0.50727
Systermn.Messaging 2.0.0.0 v2.0.50727
Systemn.Runtime.Remoting 2.0.0.0 v2.0.50727
Systemn.Runtime.Serialization.Formatters.5cap 2000 v2.0.50727

 System,Security 2.0.0.0 w2.0.50727
System.ServiceProcess 2.0.0.0 v2 050727
1| 1] b

Aceptar l [ Cancelar

Modificaremos esta seccién de codigo:

else if(pemstr.StartsWith(pemp8header) &% pemstr.EndsWith(pemp8footer))
{
Console.WriteLine("Trying to decode and parse as PEM PKCS #8 PrivateKeyInfo ..");
pkcs8privatekey = DecodePkcs8PrivateKey(pemstr);
if(pkcs8privatekey != null)

if(verbose)
showBytes("\nPKCS #8 PrivateKeyInfo", pkcs8privatekey) ;
//PutFileBytes("PrivateKeyInfo", pkcs8privatekey, pkcs8privatekey.Length) ;

RSACryptoServiceProvider rsa = DecodePrivateKeyInfo(pkcs8privatekey);
if(rsa !=null)
{

Console.WriteLine("\nCreated an RSACryptoServiceProvider instance\n");
String xmlprivatekey =rsa.ToXmlString(true);
Console.WriteLine("\nXML RSA private key: {0} bits\n{1}\n", rsa.KeySize, xmlprivatekey) ;
ProcessRSA(rsa) ;

}
else
Console.WritelLine("\nFailed to create an RSACryptoServiceProvider");
}
}
Afadiendo:

_llaveprivada = Convert.ToBase64String(Encoding.UTF8.GetBytes(xmlprivatekey.ToString()));




else if(pemstr.StartsWith(pemp8header) && pemstr.EndsWith(pemp8footer))
{

Console.WriteLine("Trying to decode and parse as PEM PKCS #8 PrivateKeyInfo ..");
pkcs8privatekey = DecodePkcs8PrivateKey(pemstr);

if(pkcs8privatekey != null)

{

if(verbose)

showBytes ("\nPKCS #8 PrivateKeyInfo", pkcs8privatekey) ;
//PutFileBytes("PrivateKeyInfo", pkcs8privatekey, pkcs8privatekey.Length) ;
RSACryptoServiceProvider rsa = DecodePrivateKeyInfo(pkcs8privatekey);
if(rsa !=null)

Console.WriteLine("\nCreated an RSACryptoServiceProvider instance\n") ;
String xmlprivatekey =rsa.ToXmlString(true) ;

/////Pasamos XML a Base64
string _llaveprivada = Convert.ToBase64String(Encoding.UTF8.GetBytes(xmlprivatekey.ToString()));
I11177777717177771177177117

Console.WriteLine("\nXML RSA private key: {0} bits\n{1}\n", rsa.KeySize, xmlprivatekey) ;
ProcessRSA(rsa) ;

}

else
Console.WriteLine("\nFailed to create an RSACryptoServiceProvider");

}

Para no afiadir mas cddigo y obtener en runtime la llave privada, iniciamos una instancia Clic
derecho sobre el proyecto > Depurar > crear nueva instancia

Establecemos un Breakpoint

1

Console.WriteLine("\nCreated an RSACryptoServiceProvider instance\n’
String xmlprivatekey =rsa.ToXmlString(true) ;
string _llaveprivada = Convert.ToBaseB45tring(Encoding.UTF8.GetBytes

- onsole.WriteLine("\nXML RSA private key: {8} bits\n{1l}\n", rsa.Ke
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Establecemos Ruta de archivo .pem
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RSA public, private or PKCS #8 key file to decode: C:wllavePrivada.pem

1
Console.Writeline("\nCreated an RSACryptoServiceProvider instancein™) ;
String xmlprivatekey =rsa.ToXmlString(true) ;
Ist’in,c_: llaveprivada = Convert.ToBasefd5tring(Encoding.UTF8.GetEBytes(xmlpr
=) Consol o _llaveprivada & = "PREITQUHeVZhbHVIPpMb2R1 bHYzPIFLS GpadHFrRXRUMUZZVIL Gt
ProcessR5A(rsa) ;
E
Click en la lupa
Visualizador de texto = @
Expresion: _llaveprivada
Valor:

PFITQUt1eVZhbHV1P jxNb2R1bHVZPjFLSGpadHFrRIYxRUN | =
UZ3vilatCejZLlckyYyblZ5Yat5anREQBhHT INYMGLTYzhwl1
INVThMME IG5 XhNWDVYM2D jMDEDNKI4c 1 pEbyOmLaNIanVzh
m1THDdkTzd TWEBWRUM2VEI10mgBUGNTI e 1jVIRROXAMSKk1u
dXhINjB4a31RWFFDbWIZUFVAVRSBTFE1Tjhov213U1VHbGE
vOVNGTDhWZ3NOMLg4YmEaaz@85Le1vZHY sdXM
+PEVACGIUIWSBPKFROUIBLAVACGIUZWSBP jxQPjlnMaleR]
NWVEUSaV1PelWlUV3IVYOU9xZVRMUERHY 283WF ZhRX1FNWR2V
ms 2bFAZWHZUbzRINIZONUNWYnJENGZwZ zRCdzZNAW]ZZ2dT11
bTY4K8hIb213PT@3L1A+PFE
HY1RVODdNT3ILTDd SdktQSTNI e TR qMUMBYVNET Lk 3R1FPCy
OpkpX0aVS ckUwc UVGOWphNk1xWTVEaE1SHGS kY21 hMaZ ju
EZ4ZnFmN@ZjeldSRmRPZHCOPTwwUTABRFA
+alhPcGR45Vp0dnlj5jdsaltmZnNa0VF KimU3NCI sNUC 1SV
hVbUFMVY1INRR1srQBlthkxhULEIUTM3Uyt jdkFS53pULE1LOD
F1IMERDULdtYzNIKzBjN1EIPTwvRFA
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